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Adobe #t® Flash Player IZHfz551% (CVE-2011-0609) MEFEHET A EMNEREINFEL=,
COMfEFEHEIZEY., Tz Web R—COBELRET, O—HILI—HERUCERNERINSE
BRENBHY ET,

BEINZWELLTUE, O—HILI—HFHERB TOFEHRIME. XA, FlE, 7T—LOR/M D
FTHREDEBEDHDIOTSLEVATLRITA VA M—LEINEENEZLONET,

Ff-, BHEEBEEFAL. FEX Flash 27 1 ILEEDAATL Excel 774U (xls) ZRAL-EH
BWBEREELTLET,

AEBIT7AIINDEELZRENT D02, <490V 7 O THRBHEEMEHEAY—IL (ENET)] v
—J)LZEERAL T Excel IZ T5F—423%17FH1E (DEP:Data Execute Prevention) | RU 7 KL RZERMED
BN 45 Le (ASLR: Address space layout randomization)| #E{BEd 5 EMNARETT .
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- Windows. Macintosh, Linux & U Solaris 0S TE)¥E9 5 Adobe Flash Player 10.2.152. 33 LLRT

- Chrome 75 94 A®M Adobe Flash Player 10.2.154. 13 LR

- Android F® Adobe Flash Player 10.1.106. 16 LR

- Windows B U Macintosh 0S TE){E9 5. Adobe Reader K UF Acrobat X (10.0.1) LAgi. 10.x RO
9. x ICRMEE N TS Authplay. dI | 3 vR—R2 k
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LIS AMEIE SN =R HhR Adobe Flash Player [C7 v TTF— bW =ELKEEHRENV-LET,
- Windows, Macintosh, Linux %1 Solaris 0S T&4£9 % Adobe Flash Player 10.2.153.1

- Chrome 7’5 ™94 % Chrome version 10.0.648. 134 LIRZIZ7 v TF— k

- Android FH® Adobe Flash Player 10.2.156.12
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Security update available for Adobe Flash Player

http://www. adobe. com/support/security/bul letins/apsb11-05. html
CVE-2011-0609

http://cve.mitre. org/cgi-bin/cvename. cgi?name=CVE-2011-0609
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Windows XP SP3 |E7 Flash Player 10.1.102. 64
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SEOKRIEICAWVNEI—FEH, 32— Y P RATFLENGEEDHY—/IN, IR—bkAaRI a5
ASEDESIFEL, VATLOFIHEERT 54LDTT,
HITEY. UE—IDSEA—H Y FORTLEREMELERYET,
* FEHEDXTLIL Debian 505 TF,

[BREEER]
TROFBTEHENTLIHAOTRT &LSI12. FEXEODIVE1—42 (Debian) da>Y—ILLIZ4A
—5y FYRFTL (Windows XP) 7OV T FARTENRTWET,
ERTHENTOSBLDTT LS. 23— Y FIRATLIZBWT, a3y FEEFTLEERLR
RENTWLES, ChIZ&Y, =5y FORTFLDFIHDERICEILIEEEZET,
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900 |pentest@psbian]-/exploitmsia — ssh — 7736

C:¥Documents and Settings¥impostor¥s 25 R & Foipconfig

Windoms IP Configuration

Ethernet odapter 7 -7 4 L 2

Connecti gspecific
IF Address

Subnet Maslk . .
Default GQoteway .

Ethernet adopter YWirtualBox Host-Only Hetwo
Connection-zpecific DNE Suffis
IF Addr

Subnet M
Default Goteway .

Ethernet gdopter A — A )0 T U FiEiE:

Medig Stote . . . . . . . . . . . : Medio dizconnected
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