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- Ubuntu Linux 64-bit ( 10.04, 10.10, 11.04, 11.10, 12.04 ) ( via many
including @michealc )
— OpenSuSE 12.1 64-bit MySQL 5.5.23-log ( via @michealc )
- Debian Unstable 64-bit 5.5.23-2 ( via @derickr )
- Fedora ( via hexed and confirmed by Red Hat )
- Arch Linux (unspecified version)
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for i in "seq 1 1000°; do mysql —u root ——password=bad -h 127.0.0.1 2>/dev/null; done
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MySQL. com: MySQL Server Changelog
http://dev.mysql. com/doc/refman/5. 5/en/news-5-5-24. html|
http://dev.mysql. com/doc/refman/5. 1/en/news-5-1-63. htm|
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bind-address = 127.0.0. 1
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OSVDB: MySQL Authentication Protocol Token Comparison Casting Failure Password Bypass
http://www. osvdb. org/show/osvdb/82804

RedHat: incorrect type cast in check_scramble() leading to authentication bypass
https://bugzilla. redhat. com/show_bug. cgi?id=CVE-2012-2122
https://access. redhat. com/security/cve/CVE-2012-2122

Ubuntu: Ubuntu Security Notice USN-1467-1
http://www. ubuntu. com/usn/usn-1467-1/

Novel|: CVE-2012-2122: mysql: authentication bypass due to incorrect type casting
https://bugzilla. novell. com/show_bug. cgi?id=765092
http://support. novell. com/security/cve/CVE-2012-2122. html

Debian: CVE-2012-2122
http://security-tracker. debian. org/tracker/CVE-2012-2122

Copyright © 2012. NTT DATA INTELLILINK CORPORATION All right reserved.



NTTDaTa

NTTZ—% SKimbifitkiatt

[(#EEA A —V]

OFFFEHEEEL. HHEERTS

(BEEDOHDHL—Y] [2—7 9o AT L]

(B2 —7 v F AT LA]
Ubuntu 12.04 LTS £ MySQL Server 5.5.22-Oubuntutl

(R E ]
A=y FORTLIC.EROBAFEREXE L. BEFHICSVWTRIMZE#L TSV LET,
SEOKRIEICHWV=-a—FIZ. —5 v b R T L ED MySAL H—/NIZ#E#H L. MySQL H-—/ S il &l
FEMTHLDTY,
hni2kY, VE—E0BE2—5y FRTLEDWSAL H—/\HNEERIEEE B Y FET,
* HRZ—Tw FDRTALIE Ubuntu 12.04 LTS T,

(AR ]
TRIOFRRTHENRTVEIBLPDRT L2, 2—4F 9 b RTLLED WSAL H—/NI2O 5 4 VE
NRREENTWET,
HETHENTWEAEPDTRTELEIIZ, 2—5 Y O RATLLED MSOL H—/AXD/NR T — R EFE
BLEHKBEARTIATHLET, SHhizk Y., MySOL Serve M/IX T — RIEHRODERIZCHIIL-EE X
F9,

Copyright © 2012. NTT DATA INTELLILINK CORPORATION All right reserved.



NTTDaTa

NTTZ—% SKimbifitkiatt

My IND IRR ) — FIERER

root@ubuntu: ~

diag@foobar: ~

* BREH. 2L, AERE . SHOBERFEEEEHETY .

[(BR&EE %]
NTT 7 —2 &Rk =t
TR TABERN BEEELY Y—EXLEEERSIL—T
TEL:03-5859-5422
http://security.intellilink.cojp

Copyright © 2012. NTT DATA INTELLILINK CORPORATION All right reserved.



