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OBSERVABLE  ENTITY  ENRICHMENT  DISCOVERY

Go to Discovery
Rule name Description

© (912203 Criteal Infrastructure This Discovery rule wil identify entties with observables previous!
© (2210 Belgium
(] (912212} Genenc Threats to Enterprise IT
©  Senchuinfrastructure
©  O0owebhostapp phishing URLS common language
@  Custom Malware - HASHES without bad observables This rule willdiscover INDICATOR enfities that are tagged as Mal
@  (Cstechnology 1dentifies domains, URLs and filenames with ICS component nam
©  homographic attacks
©  EXQFusion Objects - Missing TLP This rule will detect entities CREATED BY E1Q FUSION and NOT ha
©  Quaity Assurance This query is used for qualty sssurance

X Custom Malware - HASHES without bad observables

Search que

* AND data ty

((datatypein

extracts kind

(tags’Malwa

data typeind

datatypeind

NOT meta.tip

DETAILS  LOGS  WISTORY
oisapLe [ENCIEE RUN NOW
Today at 1:00 PM L] 0
This rule will discover INDICATOR entities that are tagged as "Malware - Trojan" or “Malware - Remote Access Trojan” but do not have a

bad observable state. This rule only correlates to the custom malware workspace

Details

(tags"Malware - Remote Access Trojan” or tags”Malware - Trojan") AND data type:indicator AND ((extracts kind:hash-sha256 OR
extracts kind hash-sha1 OR extracts kind hash-mds) AND NOT extracts meta.classification bad)

Custom Malware Development

None
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t Accessibility Due to GDPR

—— EclecticlQ Analysis: Little Impact To Internet Accessibility Due to
— <+
= GDPR n Author Andrew Foster
v ENTITY X SUMMARY
N VERSIONS  HISTORY
Type to ilter x
o
Campaign (241)
ity Due to GDPR
Course of action (160
Exploit target (500)
Incident (29) using — ~,to determine if they
Indicator (3502)
T ANALYSIS
Thenns anear (167 ims to block European visitors to avoid GDPR
sible from both European and Non-European
> SOURCE
iDPR, analysts were unable to identify significant
> TP fe often retum a "HTTP 403 Forbidden status
> DATE
> RELIABILITY
e - Probably True
> DATASET
fetor - Telecommunications
x v
Theme - Generic Threats
Half life 30days /*
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