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%1 DigiNotarDAIEFEIASRIE. TD#E (L — @IT
https://atmarkit.itmedia.co.jp/news/201109/08/diginotar.html

X2 SymantecDiEBAZFATICAFRR, Googleh' M EEER - ITmedia T>45—TF54X
https://www.itmedia.co.jp/enterprise/articles/1510/30/news061.html
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5|/ Certificate Transparency(GEFAZEDiERM)| DigiCert
https://www.websecurity.digicert.com/ja/jp/theme/ssl-certificate-
transparency?id=ssl-certificate-transparency
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Criteria Type: Identity Match: ILIKE Search: 'example.com’
Certificates crt.shiD | Logged At {; NotBefore Not After Common Name Matching Identities
6359075900 2022-03-17 2022-03-14 2023-03-14jwww.example.org example.com C=US, O=DigiCert Inc, CN=DigiCe
www.example.com
6342480680 2022-03-14 2022-03-14 2023-03-14fwww.example.org example.com C=US, 0=DigiCert Inc, CN=DigiCe
www.example.com
5813209289 2021-12-17 2021-12-10 2022-12-09jwww.example.org example.com C=US, O=DigiCert Inc, CN=DigiCe
www.example.com
5771467708 2021-12-10 2021-12-10 2022-12-09fwww.example.org example.com C=US, O=DigiCert Inc, CN=DigiCe sslvpn. .net C=IL, 0=¢
www.example.com sslvpn.;  _edu C=IL, O=¢
3704614715 2020-11-27 2020-11-24 2021-12-25pwww.example.org example.com C=US, O=DigiCert Inc, CN=DigiCe sslvpn ~..com C=IL, 0=¢
www.example.com : sslvpn. me C=IL, 0=¢
[examle.com| FTEEL TN\ E sslvpn. .info sslvpn info C=IL, 0=¢
R slv i \ = 0=
;E?EUE“%I—I_\Z '\ sslvpn ch sslvpn ch . E CH, 0=
sslvpn. Jp sslvpn. Jp C=JP L=/
netadmin. Jjp sslvpn. ip C=JP L=/
sslvpn. 1 Jp sslvpn 2 Jp C=JPL
netadmin. Jjp sslvpn Jp C=JP L
WWW Jp sslvpn. iP C=JP L
sslvpni Jp sslvpnl. Jp C=Us 0
VPNBIEDEGENBE L TUL\D EHEREN DR b
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Let’s Encryptd)j =1_74q '!j'/]/ |\T“ .H!jacked new wordpress sites, because LE is created
(. [HEZEPDWordPresst—/ (hVEIERA
SFEITHMH5IL< (L_IQ Ec=NJz] CL\DTR

we found m which was hacked very fastly after LE g ated

(=] 7:)\ @ i a_ E < |_I j‘ Our clients start instaH ation aft LE was green, butin mean tm (' nax 15 minutes after LE) robot from
=] o R |__| \ 195.59.221.* d e WP installation files to prepare ha |< Days after - on all domain call

] malware script a d DDOS \Pf F \ think that it is because crt.sh is scanned
% CT D 0 j:)\ 15 j:* LJ H:II LJ t L \ 5 J t O) L— t Here info too: Unknown file in WordPress core: wp-includes/.query. php | WordPress.org
t % >, HY b *U_ -U- } \ (j: D DOSI ga L_ U\ ""1Ia""'dea - W::;ncludes-‘ query php

AanzxELrx. -

51A : Hacked new wordpress sites, because LE is created
https://community.letsencrypt.org/t/hacked-new-
wordpress-sites-because-le-is-created/175284
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%1 Certificate Transparency

https://chromium.googlesource.com/chromium/src/+/master/net/docs/certificate-transparency.md
%2 Certificate Transparency(GERAZDiEEA M) | DigiCert

https://www.websecurity.digicert.com/ja/ip/theme/ssl-certificate-transparency?id=ssl-certificate-transparency
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« 25— NRB 1D RER ~Certificate Transparency (CT) & (&~ - JPNIC
https://www.nic.ad.jp/ja/basics/terms/ct.html

Certificate Transparency
https://chromium.googlesource.com/chromium/src/+/master/net/docs/certificate-transparency.md

Certificate Transparency(FGIEEAZDiERTH) | DigiCert
https://www.websecurity.digicert.com/ja/jp/theme/ssl-certificate-transparency?id=ssl-certificate-

transparency

crt.sh | Certificate Search
https://crt.sh/

DigiNotarOAN1EFERAERIE. € D& (L — @IT
https://atmarkit.itmedia.co.jp/news/201109/08/diginotar.html

SymantecDiEBAEFITICAFER. Googleh' 3 di&&EEK - ITmedia T>F—T 514X
https://www.itmedia.co.jp/enterprise/articles/1510/30/news061.html

Hacked new wordpress sites, because LE is created
https://community.letsencrypt.org/t/hacked-new-wordpress-sites-because-le-is-created/175284

WordPress sites getting hacked ‘within seconds’ of TLS certificates being issued | The Daily Swig
https://portswigger.net/daily-swig/wordpress-sites-getting-hacked-within-seconds-of-tls-certificates-

being-issued
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