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R2 . EEQOFEED

Section
PCI DSS v3.0 PCI DSS v3.1 = EER @R A

All All Addressed minor typographical errors WS DO\ DFREICHR L (TE, B, B BAfE(L
(grammar, punctuation, formatting, etc.) and |E/x &) « XEBLADEFEZER LI D/sh(CLy | (Clarification)
incorporated minor updates for readability <O DEFHZITOIZ.
throughout the document.

Introduction Introduction Changed reference from “protecting [H—REEFT—F%ZRETD] "5 [FHDO> BRRE(L
cardholder data” to “protecting account K-S DRE] (CEERZBUR, (Clarification)

Introduction Introduction g?at?iﬁ.ed that PCI DSS applies to any entity  |PCI DSS(E7HD> bF—S%R1F. YR, F/ BAfE(L
that stores, processes or transmits account |(FEX T DVHVRDPECHERAETND &% | (Clarification)
data. EC LTz,

Introduction Introduction Changed reference from “personally [MELAZ &R T aerRIEER ] hvS [MEANIER] (CR BRRE(L
identifiable information” to “personal ReZBELR, (Clarification)
information”.

PCI DSS PCI DSS Changed reference from “financial [BRIEBE] NS (700475, 4217] (C BRRE(L

Applicability Applicability institutions” to “acquirers, issuers”. KRREZELU, (Clarification)

PCI DSS PCI DSS Removed reference to “environments” to S ZAFALANILTR < HEE L NILADERA = BRfEAL

Applicability Applicability clarify applicability at the organization level |BARE(CT D/z8d [RIE] OFRAZHIBRLIZ, (Clarification)

Information Information rather than the svstem level.

Scope of PCI DSS |Scope of PCI DSS |Aligned with language used earlier in the CDEEZEDIEEZMHR T DIHDFIEIC DT, BRRE(L

Requirements Requirements same section regarding steps for confirming |BID/\—=3>2DEIUEIS 3> TERISDXE | (Clarification)
accuracv of the defined CDE. =EHEE.

Use of Third Party |Use of Third Party |Clarified that validation processes for service |H—EX T/« 4 —DIzsbDIREET O (TR BRfEAL

Service Providers /|Service Providers / |providers include undergoing their own BOERFHMZERL TWDIE. Fe@Eta | (Clarification)

Outsourcing Outsourcing annual assessments or undergoing multiple |BEAZZIT TV ENEFEND LS (CHBECL
on-demand assessments. Iz

PCI DSS PCI DSS Reordered assessment steps to clarify that a [ROC. SAQ. F/z(FAOCIHI N THBHNEE"” AR,

Assessment Assessment ROC, SAQ, or AOC may be submitted without| T/RA< EBIRENTE D EZBAECT DIz, (Clarification)

Process Process all requirements being “in place”. FHBOFIE=EREUZ,.

General General Updated language in requirements and/or BHB XY/ FREFTAMFIRICDOWT—EHED BAfE(L
testing procedures for consistency. HBIXECEHLI, (Clarification)

2.2.3 2.2.3 Removed SSL as an example of a secure BRIFO—Fl & UTSSLZEHIBR LTz, SSLE FEE
technology. Added note that SSL and early  |#FJHADTLS(FE (I8 1IIREES (L TH D MRS (Evolving
TLS are no longer considered to be strong ny. 20166H30B&(ICEZF1 YO b Requirement)
cryptography and cannot be used as a O—-J)LEVLTERT I ENTERVNS E&FR
security control after June 30, 2016. [SBIUTz. BIMNDHAE > EHAH > RFC
Additional guidance provided in Guidance BERUZ. BH2.3£4.1ICEREDFENDD.
column. Also impacts Requirements 2.3 and
4.1.
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2.3 2.3 Removed SSL as an example of a secure TRREFMD—HIE U TSSLZHIBR L. BHTFE REEM
technology and added a note to the SEEREMURE. #HRD2.2.3TOBAESE, (Evolving
requirement. See explanation above at 2.2.3. Requirement)

3.2.1-3.23 3.2.1-3.23 Clarified in requirements that storage of IR DMEERIT T — A DRFIC DV T A & Rt
sensitive authentication data is not permitted |1/ E{4FZBRHE(C LTz, (Clarification)
“after authorization”.

3.4 3.4 Clarified in requirement note that additional |EICPAND/\v = 1{bLizEDE NS> —RU BRRE(L
controls are required if hashed and truncated |FeEDHRIE(CFET DHE(E. BIMDI> ~ (Clarification)
versions of the same PAN are present in an |O—/LDGETHD T EEBHDFEA TRREC
environment. Added Testing Procedure 3.4.e | Ufz. SESRDRIAZIET DT X MFIE3.4.e%
to assist with validation of the Note. Clarified Uz, HAF>RHT NS> o—23>2"D
intent of “truncation” in Guidance Column. Bz LTz,

3.5.2 3.5.2 Clarified that “HSM” may refer to a [HSM] (& [V\—=RDx77] Fz(& "R K] &2 BARE{L
“Hardware” or “Host” Security Module. F1UFTAEZ 1IN EEIT ERPHEC L. (Clarification)
Alianed with lanauaae in PCI PTS. PCI PTSICBITBNE & BEHF RS .

3.6 3.6 Clarified that Testing Procedure 3.6.a only |77 X hFIE3.6.ah @A SN DD (FF T RDE BAfEAL
applies if the entity being assessed is a EEND—EXTO/I\AHDBEDHTHDZE | (Clarification)
service provider. ZBRRE(C LTz,

4.1 4.1 Removed SSL as an example of a secure TRREMD—HIE U TSSLZHIBRL. BATE RENEH
technology and added a note to the EEREMURE, FHRD2.2.3TDHRBESHE, (Evolving
requirement. See explanation above at 2.2.3. Requirement)

4.1.1 4.1.1 Updated testing procedure to recognize all  [S§L\EES(EDHIE L TSSLOIARTD/ -3 > REREM
versions of SSL as examples of weak ZRMI DT ANFIRICEFHR U, (Evolving
encryption. Requirement)

4.2 4.2 Included SMS as an example of end-user I RI—PRyvt—20F70 /0206 EL BAfE(L
messaging technology and added guidance. |TSMSZEZ®HBLDICL. HAEF > X=EML (Clarification)

1z EBMDHAF >R
(Additional
Guidance)

6.6 6.6 Added clarification to testing procedure and | BEMEL SN IZRAMHVRERERIRN Web X — 2 DIEE BRRE(L
Guidance column that if an automated [CHUT (JOvoTERL) BEREIFBLD | (Clarification)
technical solution is configured to alert BRESNTVBIHBE., 91 LY—INCEEERT
(rather than block) web-based attacks, there | 372D OTINETE LRRITNIERSRNELD
must also be a process to ensure timely FRANFIBEEHAS > RO ZEITD 2,
response.

8.1.4 8.1.4 Clarified that inactive user accounts must be |3E70F 1 21— —7HD> MOOEUAIC AR
removed/disabled within 90 days. HIBR/ RN (C LIRTNUSIRB RV & BRFEIC L (Clarification)

8.1.6.b 8.1.6.b Clarified that Testing Procedure only applies ;ﬁﬂﬁéﬂfu%%ﬁﬁib"ﬂ— EXFO/A(ST. BAfE(L

8.2.1.d 8.2.1.d if the entity being assessed is a service IBHBEOBEE 7 ND> M ULTOH. TR | (Clarification)
8.2.1.e 8.2.1.e provider, and for non-consumer customer FIEN BRSNS Z L=BREIC LTz,

8.2.3.b 8.2.3.b accounts.

8.2.4.b 8.2.4.b

8.2.5.b 8.2.5.b

8.2.4 8.2.4 Clarified that passwords must be changed at |/{XD— R@FIOHZ &L EE—EEETD BRfEAL
least once every 90 days. MENS D EZREC U, (Clarification)

8.5.1 8.5.1 Clarified this requirement only applies if the | ZDEHNEA SN D DIEEHMXTRDBEEAN AR,
entity being assessed is a service provider. |H—EXTO/I\AFIDHEDHTHDZ %A | (Clarification)

9.2 9.2 Clarified that the requirement applies to all L}/L{%"@r/b% NMEHE CFHREICH U TES BRfEAL
onsite personnel and visitors. MERENDZ EZBREIC Uz, (Clarification)
Combined Testing Procedures 9.2.b and TUR/IREEHZHIFR T DzdT X hFIES.2.b&

9.2.d to remove redundancy. 9.2.d&fEa U,

9.9.1.b 9.9.1.b Updated testing procedure to clarify both FINA R EFT) A RGBT ARSI NN BRfEAL
devices and device locations need to be [FR5RNC EZBIECT DIz, A BFIEZE | (Clarification)
observed. FHLE.

10.6 10.6 Removed redundant language in guidance HA > ZBNDTTRIAZEZHIBRUIZ, AR,
column. (Clarification)

10.6.1 10.6.1 Updated requirement to more clearly KDIAEICEMH10.6. 2 BRZXFIT D28, B AR,
differentiate intent from Requirement 10.6.2. |F&E#H LIz, (Clarification)

11.1.c 11.1.c Clarified that testing procedure applies where |22+ + > ZFA T IHBECHEHIND TR N AR,
wireless scanning is utilized. FlEz=BAfEC LTz, (Clarification)
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11.2 11.2 Clarified in Guidance Column that a MESSERF v > (& BEIEFEDOWY )L, Hifi, | BMOHAF >R
vulnerability scan could be a combination of |F/z(FBDSEDEAENETHDIZ LS (Additional
automated and manual tools, techniques, or |> X5 THAMEIC LTz, Guidance)
other methods.

11.3.2.a 11.3.2.a Removed redundant language from testing |FX MFIBOTEQREEZHIK U, Rt
procedure. (Clarification)

11.3.4 11.3.4 Clarified that the intent of the penetration REM—23>F ML, 2TORO-THS Rt
testing is to verify that all out-of-scope AT ANCDERDS AT LN 5538 (538#) =t | (Clarification)
systems are segmented (isolated) from TWBT %R T DERTH D E®PHEICL
systems “in the CDE". )=

11.5 11.5 Clarified that unauthorized modifications AEREE(C(F. BREEOBWSRTALAT7ZAIL BARE(L
include changes, additions, and deletions of |EADZEE. Bil. BIVHIRENEENDZE%Z | (Clarification)
critical system files, etc. BARE(C LT,

12.2 12.2 Clarified that the risk assessment process Ui OtZN,. ERR BTNz BARE(L
must result in a formal, “documented UR OB OERICEDREN G D Z & xRk (Clarification)
analvsis of risk”. [ClLtz.

12.9 12.9 Clarified this requirement only applies if the |COEBEHMNERAENDDIE. AT ROBEEDS AR
entity being assessed is a service provider H—EXTO/I\AHDIBEDH THDZ %M | (Clarification)
and added related guidance. [CL. BETRHAHF>ZAEEMUZ, BMDHAF R

(Additional
Guidance)

Appendix C: Appendix C: Updated description of compensating control |[{%#lifEEEEET Dz, “su”TFR<, BMDHAF R

Compensating Compensating example to reflect use of “sudo” rather than |“sudo”ZERAI LS. KEI> ~O—JLEIDE (Additional

Controls Controls “SU” for improved technical accuracy. BRZEEH LIz, Guidance)

Worksheet - Worksheet -

Completed Completed

Example Example
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