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' Wana DecryptOr 2.0

Ooops, your files have been encrypted!

What Happened to My Computer?
Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service,

PO S T Can I Recover My Files?

5/15/2017 05:03:41 Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.

Time Left You can decrypt some of your files for free. Try now by dicking <Decrypt>.

But if you want to decrypt all your files, you need to pay.

You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don't pay in 7 days, youwon’t be able to recover yvour files forever.

We will have free events for users who are so poor that they couldn’t pay in 6 months.

Your files will be lost on

How Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>,
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>,

And send the correct amount to the address specified in this window.

After your payment, click <Check Payment>, Best time to check: 9:00am - 11:00am

Pl L L ey L e ™.

5/19/2017 05:03:41

Time Left

Send $300 worth of bitcoin to this address:

T | 1219YDPgwueZONyMgw519p7 AABisjr6 SMw

Contact Us Check Payment “
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= Analysis Overview

MD5 db349b97¢37d22fSeald1841e3c89eb4

SHA1 e889544aff85ffaf8b0d0da705105dee7c97fe26

SHA256 24d004a104d4d54034dbcffc2a4b19a11f39008a575aa614ea04703480b1022¢
MIME Type application/x-pe-app-32bit-i386

Submission 2017-05-12 13:55:43 UTC

= Threat Level
The file db349b97¢37d22fSeald1841e3c89eb4 was found to be [IEIELTT.

Risk Assessment

Maliciousness s... 100/100
Risk estimate High Risk - Malicious behavior detected

Analysis Overview

A Severity Type Description

(100 ] & 3% Family Ransomware specific behavior

[ 66 Signature Identified trojan code

[ 40 & 5% Stealth Modifying attributes to hide files

[ 40 ) &35 9e Stealth Creating hidden executable files

[ 40 ] 53 Network Scanning network over a specific port (SMB)

[ 40 53 Network Connecting to hard-coded private IP address

© £ Autostart Registering for autostart during Windows boot

& 3% ¢ Autostart Registering a new service at startup

(20 ] 5% Network Connecting to server using hard-coded IP address
(20 ] 5 File Modifying executable in root directory

(20 ] 5qp File Dropping executable copies in multiple locations
€€© 5qp Evasion Possibly stalling against analysis environment (sleep)
(10 ] & 3% g File Modifying executable in Windows directory

€ £ Execution Executing command-line shell with anomalous arguments
(5 ) £ 9§ Settings Granting access control over files/folders

(5 ) & 5P g File Searching for files iterating over directories

(5 ] &7 9§ File Modifying executable in user-shared data directory
(1) & 3% Search Retrieving the user account name

(1 ) & 5% Search Ability to enumerate and collect information about logical drives
(1) & 53 Execution Ability to create service
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Network event details

Similar Events « ® Comments (0)

[Pormntes 5340 probe or 537.010 pach LT Suspcious Heowork eracion USRY. 15 I

= Event summary
This alert was raised because traffic from host

- Event detalls

Host IP
Destination IP
Destination Port 445
WHOIS @ Lookup 187.141.48.184

Outcome [I120)

= Event evidence

The network traffic for this event has

EventID 768507 %
Starttime  2017-05-15 09:01.06
End time 2017-05-15 05:01:08
Connections 1

Ll event togged | et caprured |

mnmuﬂrmum»umu T —

= Captured traffic

View traffic capture in new tab %

Quick search Fiter by URL

Links v Timestamp Bytes Sent Bytes Received
o % 2017-05-15 09:01:06 4 364 342
RAW P
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URLs Protocol Info
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A Timestamp Contacted IP Contacted Host  Malware Malware class Impact =
= 2017-05-15 1846.57 192.168.12.123445 - 192.168.12.123 Potential SMB probe for MS17-010 patch  Suspicious Network Interaction ei
Similar Events »  Comments (0) -3
 Potential SMB probe for MS17-010 patch DR Suspicious Network intsraction BILUEEY 15 Tl
= Event summary
This alert was ratsed because traffic from host 37-144-174-1 broadband.corbina.ru 10 192.168.12.123 has matched network signatures for Suspicious Network Interaction
= Event detalls
HostIP 371441741 % EventiD 769050 %
Destination IP 192.168.12.123 ~_ Starttime 2017-05-15 1846 57
Destination Port 445 Endtime 2017-05-15 184657
Sensor  Partner Sensor 01 Connections 1
WHOIS @ Lookup 37.144.174.1 Action [T i
outcome I8
+ Event evidence
+ Captured traffic
+ Analyst Info
+ Malware description
+ 2017-05-15 175148 192.168.25.94:445 = 192.168.25.94 Potential SMB probe for MS17-010 patch  Suspicious Network Interaction ©i
4+ 2017-05-15 17.38:57 192.168.12.123445 - 192.168.12.123 Potential SMB probe for MS17.010 patch  Suspicious Network Interaction €©i
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