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KEMAFCapital One TIEABDBIRFZ V) --BA (FAWSTHEEDO]EEE

https://japan.zdnet.com/article/35140621/

«  KREFIKFCapital OnelBHRFAVDEGRE. =5(C30HEBNST —FERHDREL)
https://japan.zdnet.com/article/35141316/

. 1EBEABOEANBHRAL. BREE EAMazonacREEIVSOREF I UT A4 ICATZDES
https://www.itmedia.co.jp/news/articles/1908/05/news067.html

« SSRFIRE(CKBCapital OneDEINIBHRRHBICDODVNWTEREDH THIE
https://piyolog.hatenadiary.jp/entry/2019/08/06/062154

« FrESI - DTHIEADDBHRREY. 7YV atEE %R Bloomberg
https://www.bloomberg.co.jp/news/articles/2019-07-30/PVG8PB6JIJURO1

« Seattle Tech Worker Arrested for Data Theft Involving Large Financial Services
Company
https://www.justice.gov/usao-wdwa/pr/seattle-tech-worker-arrested-data-theft-
involving-large-financial-services-company

« An SSRF, privileged AWS keys and the Capital One breach
https://blog.appsecco.com/an-ssrf-privileged-aws-keys-and-the-capital-one-breach-
4c3c2cded3af

« Capital One Security Incident & Key Lessons, so far anyway.

https://medium.com/@ravi.ivat/capital-one-security-incident-key-lessons-so-far-

anyway-d90a931da928
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Capital One Announces Data Security Incident Capital One Announces Data Security
Incident
http://press.capitalone.com/phoenix.zhtml?c=251626&p=irol-newsArticle&ID=2405043
Information on the Capital One Cyber Incident

https://www.capitalone.com/facts2019/

IAM O—)L (XZRDH)

https://docs.aws.amazon.com/ja jp/IAM/latest/UserGuide/id roles.html

AWS IAM Access Advisor (XFERMDHA!)
https://aws.amazon.com/jp/about-aws/whats-new/2019/06/now-use-iam-access-advisor-
with-aws-organizations-to-set-permission-quardrails-confidently/

Amazon GuardDuty (FsRdDH1)

https://aws.amazon.com/jp/quardduty/

AWS WAF (XJZRaDH1)

https://aws.amazon.com/jp/waf/

Amazon Macie (X ZRDH)

https://aws.amazon.com/jp/macie/
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