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R2: EEROFLY

Section

via other requirements in 1.2 and 1.3.

AEAEHIBRU,

Change EER (BR) #5
PCI DSS v3.1 PCI DSS v3.2

All All Addressed minor typographical errors RIEOEIE (SCE. BfFm. BRRERE)  BLU BRFE(L
(grammar, punctuation, formatting, etc.) and |20 A ZE_LeE 2B HEiTo/k, (Clarification)
incorporated minor updates for readability
throughout the document.

Relationship Relationship Added guidance that security threats are T IVTA (T ZBENBCELLTVZE, BIUR|  BIOACIFI>R

between PCI DSS |between PCI DSS |constantly evolving, and payment SAYR— MR T LTHD, Y- hen TV -23> (Additional

and PA-DSS and PA-DSS applications that are not supported by the LRILARIOEF YT RSNV A N7 guidance)
vendor may not offer the same level of =339 315> 2B,
security as supported version.

Scope of PCI DSS |Scope of PCI DSS |Clarified that backup/recovery sites need to |PCI DSSYZREEFE % HIKTT BER, JCwo 7y T/ Uh/ b BRFE(L

Requirements Requirements be considered when confirming PCI DSS 1 MEEIINENDDLERIEEU, (Clarification)
scope.

Best Practices for |Best Practices for |Updated Note to clarify that some business- [;¥iC#E$LT. DESV ({48& A3) TEZEINTL BRRE(L

Implementing PCI |Implementing PCI |as-usual principles may be requirements for |3. (XDh OB FEEFHICRETIFRBMNFEDSEIRC | (Clarification)

DSS into Business- |DSS into Business- |certain entities, such as those defined in the |9 23EB{ERZIEENHZELAMIELE.

as-Usual Processes|as-Usual Processes|Designated Entities Supplemental Validation
(Appendix A3). DESV : EEBEKCH I 2 BIREEE 1R

PCI DSS Versions |New section to describe how this version of |ZO/\—23a>h, —DRIOBRN-SaHLTED | BIMOACIFI>R
PCI DSS impacts the previously-effective SOIRFEESZZMOVTERIRS 373> %EBNL (Additional
version. 2o quidance)

E{(Requirements)

General General Removed examples of “strong” or “secure”  [LXONDELENS, "SR "L "Z2A"TORNIILD BRfEAL
protocols from a number of requirements, as |BlZHIBRUZ. EOLSBRTONILE" "8I "FI(F"EZL" | (Clarification)
these may change at any time. ERBEZNE. WOTEEDDEZLHTHS.

General General Moved examples from a number of VKON DBHH LU/ Fz(d7 A NFIBICSEERL TLIAI BRRE(L
requirements and/or testing procedures to  |EHAY>RF(CHBEIL. MBIIEUTHAF>AZENL | (Clarification)
the Guidance column, and added guidance ze
where appropriate.

General General Changed “passwords/phrases” to RECOEEMHRFE DD, LONDBHIHID BRfEAL
“passwords/passphrases” in a number of "passwords/phrases"% (Clarification)
requirements for consistency. "passwords/passphrases"(cZEUL,

General General Clarified correct term is multi-factor 22 EOBRNMERAENE B, —ERZFBE TR BRfEAL
authentication, rather than two-factor {. ZERBZIELVAEEUTRIEEUR. (Clarification)
authentication, as two or more factors may
be used.

General General Removed notes from requirements referring |FEXBN2015F78 1B THIEMHOWVT, BIICE BRRE(L
to an effective date of July 1, 2015, as these |®h&ofeiesd. TR ZHIBRUZ. 2B DHIEMTE (Clarification)
are now effective. Affected requirements are |6.5.10, 8.5.1, 9.9, 11.3, 8&U12.9TH3.

6.5.10, 8.5.1, 9.9, 11.3, and 12.9.

1.1.6 1.1.6 Clarified that approval of business use is EF_EOIEHMC, EBFAOERNZENZLSH BRfEAL
included in the justification. LTz, (Clarification)
Removed examples of “insecure” protocols  |"&Z& TRV TORNILOBIZHIFRUZ. IN51E. ER
as these may change in accordance with BECOTENH>TKD THS,
industry standards.

1.2.1 1.2.1 Added guidance to clarify intent of BHORRZIAMECT 319> 2B, BAfE(L
requirement. (Clarification)

1.3 1.3 Added guidance to clarify intent of BHORRZIAMECT 319> 2B, BAfE(L
requirement. (Clarification)

1.3.3 Removed requirement as intent is addressed |1.28&U 1. 30 OAMOE 2@ THLENBT8h, BRfEAL

(Clarification)
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Section Change ZES (@R &
PCI DSS v3.1 PCI DSS v3.2

1.3.4-1.3.8 1.3.3-1.3.7 Renumbered due to removal of former BRIOEH1.3.3ZHIBRUIZID. IRBELUEL. BAfE(L
Requirement 1.3.3. (Clarification)

1.3.6 1.3.5 Updated to clarify intent of requirement EHOREI L3N FFEOERORIMOEATE Rt
rather than use of a particular type of RO EZBRRE(ELIZ. (Clarification)
technology.

1.4 1.4 Increased flexibility by including or equivalent|/{\=YFILIPAT7UA=)VIEF TR FEOHEEZIED BRRE(L
functionality as alternative to personal REFEREEDHZLT, B 2ERCLL. (Clarification)
firewall software. FMEBRY ND —JHEGERFCA > —Fw MTHEEGEL . CDEIC
Clarified requirement applies to all portable |677t223 232 TOR—IINT N A B =EHT S
computing devices that connect to the CtEBARR(ELIz.

Internet when outside the network and that
also access the CDE.

2.1 2.1 Clarified requirement applies to payment RAADNTIVT -3V CBA N EREN B % BARE BARE{L
applications. bz, (Clarification)

2.2.3 2.2.3 Removed note and testing procedures SSL/#NEADTLSOEELE (RIS 2550 e T A MFIERHI BRRE(L
regarding removal of SSL/early TLS and BRUT. #TLLMTER A2 ATBEILTZ, (Clarification)
moved to new Appendix A2.

2.3 2.3 Removed note and testing procedures SSL/#EADTLSOBELE (RIS 2iF 58 e T ANFIEZHI BAfEAL
regarding removal of SSL/early TLS and BRUT. #LLMSER A2 ATBEILIZ, (Clarification)
moved to new Appendix A2. "WebA—-2EE" (I ZEREHIRUL, CNid. B
Removed reference to “web-based HTBEC"IFIDY-IVEIBT IR MEESNTHD.
management” as requirement already FREEICLEREDOWebR—-ZXT7ILR(E"IEI> V-
specifies “all non-console administrative BRI (CEFNZLHTHD.
access”, which by definition includes any
web-based access.

3.3 3.3 Updated requirement to clarify that any SO F/ R EBAXFEBZBPANDFRRICOVT, RENEH
displays of PAN greater than the first six/last |[EHREHE LOBRBENERINZC LB TR (Evolving
four digits of the PAN requires a legitimate  |{bUTz. Requirement)
business need. Added guidance on common  [YZXF>IDELBHRRTUDONT, HAF>REEMUTz.
masking scenarios.

3.4.d 3.4.d Updated testing procedure to clarify the EBNIORBCRANT IV —23o0)%EH2 BRFE(L
examination of audit logs includes payment |¢%FANFIETIAME(EURZ. (Clarification)
application logs.

3.4.1 3.4.1 Added note to requirement to clarify the COEMN, HOLTOESILLREIR(CBITS PCL BRFE(L
requirement applies in addition to all other  |DSS BAHIIIX CERASN2B%FMH(L T30, F (Clarification)
PCI DSS encryption and key management sEEBMUEZ.
requirements.

3.5.1 New requirement for service providers to HY-E2T0/\(FEFC. S 7-FF7IFrOXEBR RERMEM
maintain a documented description of the REHERE I UV ESRBIUE, (Evolving
cryptographic architecture. 20182 18BN BFEMEN 3. Requirement)
Effective February 1, 2018

3.5.1-3.53 3.52-3.54 Renumbered due to addition of new FIREH3.5. 10ENOHIFREUVEBE LR, BAfE(L
Requirement 3.5.1. (Clarification)

3.6.1.b 3.6.1.b Updated testing procedure language to BEROSBRNEFRZEHRRI DO T, BEXFIE BRRE(L
clarify testing involves observation of DERRICIHTTANG 2L %RIE(L T 212, TANE | (Clarification)
procedures rather than key-generation DX E%EFHUL.
method itself, as this should not be [RESHAER I OREETOERESBIZN(IVR%
observable. Added guidance referring to BhLE.

Glossary definition for "Cryptographic Key
Generation"

4.1 4.1 Removed note and testing procedures SSL/#EADTLSOBE L (RIS 2iE 50 e T ANFIEZHI BRRE(L
regarding removal of SSL/early TLS and BRUT. FLLMSER A2 ATBEILIZ, (Clarification)
moved to new Appendix A2.

6.2 6.2 Added clarification to Guidance column that |/CyFEERIZIARTOYINITTORIIRA A NS AR,
requirement to patch all software includes V-2 hEENZE =R T BL5019>VRF(C | (Clarification)
payment applications. Bitll.

6.4.4 6.4.4 Updated requirement to align with testing BHEFANFIEOREREHZEDEDLIEFUI, AR,
procedure. (Clarification)

6.4.5 6.4.5 Clarified that change control processes are | ZEEEEIOT%/(WFPYINIIFTEE(CRSBOEL BRRE(L
not limited to patches and software S(CBARECLIZ, (Clarification)
modifications.

6.4.6 New requirement for change control ZEERIOCACEIIHMUVELHZBIMUE. ZO FEE
processes to include verification of PCI DSS  |B{T(d. ZHB(C&3 PCI DSS DEBHADR &R (Evolving
requirements impacted by a change. RET2ENERENZ. Requirement)
Effective February 1, 2018 COEME, 2018F2H1BNSFEMENS.

6.5 6.5 Clarified that training for developers must be |BREOHOIN -2 I FRFLIIL. HLUD AR
up to date and occur at least annually. BEBERTITOC L ZBRATE(C LTz, (Clarification)

6.5.a - 6.5.d 6.5.a - 6.5.C Removed Testing Procedure 6.5.b and FANFIE6.5.bZHIBRL. CNICEDETELOTAL BRtE L
renumbered remaining testing procedures to | FlEZFHEUBEL, (Clarification)
accommodate.
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that the authentication requirements do not
apply to accounts used by consumers (e.g.
cardholders).

Section Change ZES (@R &
PCI DSS v3.1 PCI DSS v3.2
7.2 7.2 Updated requirement, testing procedures and | —2 EO7I R FIHHS 27 AMERENES 2L ZBA BRRE(L
Guidance column to clarify that one or more |HE(CT 316, B TANFIESLUHAY>RFI%E (Clarification)
access control systems may be used. Fillz.
Requirement 8 Requirement 8 Added note to Requirement 8 introduction | E{48MEAZBDDETIC. FRIECRITIREMELH Rt

BEB.h—REE)MERTZ7HI> MILERSN
BRVEBENUI,

(Clarification)

© 2006-2016 PCI Security Standards Council, LLC. All Rights Reserved.

8.1.5 8.1.5 Clarified requirement intended for all third BEHNHRET IO ARG TIERL TATOY— Rt
parties with remote access, rather than only |R/\—F1DUE—RN7IEXTHZEZBAFEELIZ. (Clarification)
vendors.

8.2.3 8.2.3 Updated Guidance column to reflect changing | EFIZENEE#RIRT BL5019> 52 BH U, BRTE(L
industry standards. (Clarification)

8.3 8.3 Clarified correct term is multi-factor BRI CRAK ZERBDITEL CHEZIEIEUBA BARE(L
authentication rather than two-factor E(EUIZ. 2D EOBZRMERAEINZHTHD. (Clarification)
authentication, as two or more factors may
be used.

8.3 8.3,8.3.1,8.3.2 |Expanded Requirement 8.3 into sub- B8, 3 EHOYIEMHIERMLT. 2ERZRE. RENEH
requirements, to require multi-factor CDEICHUTIFI Y-V EEBPIERZ T2 TOIEY (Evolving
authentication for all personnel with non- . CDE(YE-NPITERTZ2TOIEEE(CILT Requirement)
console administrative access, and all BRI BLIICUT,
personnel with remote access to the CDE. FULWEH 8.3.2 (&. CDE NOUE—-KNPIERZITS
New Requirement 8.3.2 addresses multi- DTOESEICHUTEZERRIZERTS (Tl
factor authentication for all personnel with  |[BI/\—=3>0F# 8.3 (C(HHHI3) .
remote access to the CDE (incorporates FIUWEH 8.3.1 (& FFAV-IVEBTICRZITS
former Requirement 8.3). RTOESEICHUTEZERDEIZERT 3,

New Requirement 8.3.1 addresses multi- E{48.3.1(320185F2A 1 BN SFKMEIN 3.
factor authentication for all personnel with

non-console administrative access to the

CDE.

Requirement 8.3.1 effective February 1,

2018

9.1.1 9.1.1 Clarified that either video cameras or access |ETANASEREFZICAFIHADZZLOEEBH . 53 BAfE(L
controls mechanisms, or both, may be used. |W\NIMA%ZERT3LSEEELR. (Clarification)

9.5.1.a-9.5.1.b [9.5.1 Combined testing procedures to clarify that BT R EEERTLE 1-2NTVWR L =S AR
assessor verifies the storage location is BRI DL TR, TANFIEZHS! (Clarification)
reviewed at least annually. 2o

10.8, 10.8.1 New requirement for service providers to HY—E2T0\( I DI DFFRBFEBINLIZ. COE RERMEM
detect and report on failures of critical HTR. BEEREFIVTOD M-S RT LAOHEES (Evolving
security control systems. 1O, BLUIRENERENZ, Requirement)
Effective February 1, 2018 COEM(L, 2018FE25 1HHBHELIEN S,

10.8 10.9 Renumbered due to addition of new FEM10.8DBNOIHIHREVBELUR, AR
Requirement 10.8. (Clarification)

11.2.1 11.2.1 Clarified that all “high risk” vulnerabilities IRTOIFEIRY IHES5 1 FBEEAARDREIS S > V13T BRFE(L
must be addressed in accordance with the (LA THIEEINZ R BH G (BAF6.1TEERSNEL | (Clarification)
entity’s vulnerability ranking (as defined in  |3(2). BA+v> CHREEEE I B #BRRECUT.

Requirement 6.1), and verified by rescans.

11.3.4 11.3.4 Added Testing Procedure 11.3.4.c to confirm |7ANFIE 11.3.4.c ZEBMUZ. COFIET(E. /R~ BRfEAL
penetration test is performed by a qualified |[L—>3>F XM, FRESNZAEIIY -, FEFRE (Clarification)
internal resource or qualified external third  [2NIAMEBOE=E(CLHOTERMENB2MERI2E
party. HNEREINZ,

11.3.4.1 New requirement for service providers to H—ETONA I DI OFRBMHZBINUIZ. COE FEUE
perform penetration testing on segmentation [ T(&. TIA>T—2a ORI —23>F A N (Evolving
controls at least every six months. 6HABICEMI ZENKRDSND. Requirement)
Effective February 1, 2018 OB 2018F2H 1HNSFIEN .

11.5.a 11.5.a Removed “within the cardholder data EHO—EHERDILDITANFIENS h—-RRE AR,
environment” from testing procedure for T-HRIBA 1 ZHIBRUIZ. &, CDEDIMAIICAIE (Clarification)
consistency with requirement, as IREERIATLACECOBHNEREINZIHEN DD
requirement may apply to critical systems e TH B,
located outside the designated CDE.

12.3.3 12.3.3 Reformatted testing procedure for clarity. TANFIEZBBREICS BIeMEIE LTz, BRRE(L

(Clarification)
12.4 New requirement for service providers’ H—E2T0)\( I DI DFRBH BN, COE HEMEM
executive management to establish BT Y—EXTON(IDREREHUT, h—REE (Evolving
responsibilities for the protection of F—HDIREL PCI DSS #HTOISAICITFZ3ETE Requirement)
cardholder data and a PCI DSS compliance | Z##319 32BN RH5NS.
program. OB 2018F2H 1HNSFERIEN 3.
Effective February 1, 2018

12.4 12.4.1 Renumbered due to addition of new FEM12.40BNOHIHREVEBEL, AR
Requirement 12.4. (Clarification)

12.6 12.6 Clarified intent of security awareness 1T EEE ETOIS LN, h-REET 90t BRfEAL
program is to ensure personnel are aware of |F1UF(RUS—PFIEZIELE(CERIZIERTHS | (Clarification)
the cardholder data security policy and ZEzBAtR(CLIZ.
procedures.
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Section Change ZES (@R &
PCI DSS v3.1 PCI DSS v3.2

12.8.1 12.8.1 Clarified that the list of service providers H—E2T0/\(ID—ES(C, IRfEaN3 Y —E D% BRRE(L
includes a description of the service SOLOPMICUR, (Clarification)
provided.

12.8.2 12.8.2 Added guidance that service provider H—E2TO(IDEE. RSN TWBY—ERET | BIMOACIFI>R
responsibility will depend on the particular | HEBROABBIEIVKETBILIOVTHII> A% (Additional
service being provided and the agreement BhLk. guidance)
between the two parties.

12.10.2 12.10.2 Clarified that review of the incident response |1>>5 > MHIGEHEIOLE 1—(CB412.10. 1T BRTE(L
plan encompasses all elements listed in NTVBRIRTOERNIEFND L 2RI, (Clarification)
Requirement 12.10.1.

12.11,12.11.1 New requirement for service providers to HY—-ERTO)AHOLHOFREMHZBIUE, COE FEE
perform reviews at least quarterly, to T BN VTR -LERFIBECHEST (Evolving
confirm personnel are following security WBEEHRIDIHOLE1—%, DIREEM¥EEC—| Requirement)
policies and operational procedures. E. Efid BN ERINZ.
Effective February 1, 2018 OB, 2018FE2H 1N SFEEN .

Appendix A Appendix Al Renumbered Appendix “Additional PCI DSS  |#iflziM3i& S5 31 HBRRT1>IT0NLID AR
Requirements for Shared Hosting Providers” |fzshMiEHNMOPCI DSSEH {483 &FEUB LR, (Clarification)
due to inclusion of new appendices.

Appendix A2 New Appendix with additional requirements |SSL/#IEAOTLSZ{EA I 2EZEADIHOEIMDENF BAfE(L
for entities using SSL/early TLS, DFFEREIBIIUZ. COAFERICIE. SSL/FEADGTLSOBEE|  (Clarification)
incorporating new migration deadlines for LHE T BFUVBITHIRR S EN S,
removal of SSL/early TLS.

Appendix A3 New Appendix to incorporate the LRGBS E 1B E B A BARETE BARE{L
“Designated Entities Supplemental (DESV) JZBHAAIFUWMTERZENUT. (Clarification)
Validation” (DESV), which was previously a
separate document.
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